A-IT Internet Acquiring: Description of the Interaction
Procedure

1. What It Is

This service is designed for accepting payments and is intended for use in e-commerce. Merchants operating in retail trade and the
provision of services gain the ability to efficiently automate their payment acceptance process. Our clients can use not only standard
payment cards, but also the digital wallet services Masterpass and VISA, as well as pay using QR codes.

We ensure compliance with all security standards and adherence to all rules and requirements of the international payment systems,
as well as current Ukrainian legislation in the field of e-commerce. Our payment service uses the API+Frame method of interaction.

2. Algorithm of Work
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Figure 1. Sequence diagram — general payment algorithm (Authorization, Invoice Creation, Customer Payment, Callback processing,
Optional status check)

3. How to Start Testing

To begin testing, you need to implement the integration of the services on the client side. Data exchange is carried out in JSON format
using the HTTPS protocol. The client is provided with a key (secret_key) used to generate the digital signature of requests.

Test and Production Environment Parameters



® login: <provided by A-IT>
® secret_key: <provided by A-IT>

Important: callback_url is the client's URL to which the user is redirected after the operation has been completed.
Along with the redirect, a response describing the result of the operation may be passed in the URL parameters
and should be analyzed by the merchant. To obtain detailed information about the operation, perform request 4.3
Status Check. To carry out transactions in the test environment, the test card details provided by A-IT must be
used.

4. API Description

4.1. Authorization

Request format: POST

Response format: JSON

URL path: {base_url}/ api/v1/internet-acquiring/auth/get-token
Headers:

© Content-Type: application/json
© Accept: application/json

Request Parameters

Name Description Format Required Example
I ogin User login string M t est Shop
secret_key Unique key (obtained upon registration)  string M ch92c646- 5a2a- 4878- 90b8- 37ca402d2bc5

Example Request (JSON):

{
"l ogin": "test Shop",
"secret _key": "29741def eb61cb95a056b2bf f 98c41f b"

}

Response Parameters

Name Description Format Example

access_t oken = Authorization token string | eyJ0eXAi O JKV1Q LCIhbCci O JI
t oken_t ype Token type string  bearer

expires_in Token lifetime (in seconds) int 60

ti mestanp Date and time of the request ' date 2022-12-14 11:24:12

resul t Execution result string ok

duration Service processing time float 0.48

Example Responsei (JSON):



{

"access_t oken":

"eyJOeXAi G JKV1Q LCIhbGeci O JI Uzl 1Ni J9.

eyJpc3M G JodHRWO 8vce Xl t YWAXdW yaWsnLXJl bGvhc2UuYS1i YWbr Lni\vbS51YS9hc Gkvdj EvaWs0ZXJuZXQx YWNxdW yaWsnL2F1dGgvZ2V0
LXRva2Vul i wi aWFOI j oxNzc5Mz UxOT1 5LCII eHAi § E3Nzk5NTY3M ksl mbi Zi | 6MTc30TMLMIky OSwi anRpl j oi RFhhMWFLUHZOTMLY3MBNy | s
I nNLYi | 61 | 2MDUy MAFi Y] ExaTl yOGV5dHps! i wi cHJ2I j oi Y2Jj MrExYzl j ODY5N] A20TAOOTEY MDRj ZDVi YTZj ZDg1NDg3MDUy ZS| s| nBheWkv
YWQ Onsi ZW i X21 kI j 03MDcyNTY200W Y29t bXVuaWhhdd vbl 91dW kI j oi YmY4MIcyOTct ZDJi Yi 00ZWUOLTI n\NDUt Nj Nz YOZj MBMRI Ol i wi
Y2hhbnbl bCl 61 kl OVEVSTKVUI i Wi bGFuZy| 61 nVr 1 n19. h4KGQzvx5pKAy2PzAcl RyhCRuQu-t - _AU6S1r ZLOK1l ",
"token_type": "bearer",
"expires_in": 10080,

"request _ref":

"response_ref": "6a0ecl17909bbb",

"timestanp": "2026-05-21 11:25:29",
"result": "ok",
"duration": 0.85

4.2. Invoice Creation
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Request format: POST
Response format: JSON
URL path: {base_url}/api /v1/i nt ernet-acquiring/ make-i nvoi ce

Cont ent - Type: application/json
Accept: application/json
Aut hori zati on:

Request Parameters

Name

anmount

conmmuni cation_u
uid

lifetine
description
cal | back_url

cal | back_system

items[]

itens. nessage
i tems. anount
itens. count
payl oad{}

order_id_system

Description

Transaction amount

Legacy communication identifier

Invoice lifetime in seconds
Payment purpose (displayed in the frame)
Link for redirecting the client after payment

Link to which the payment result is sent
asynchronously

Array of information about the items in the
invoice

Name of the product or service
Amount per unit of product
Quantity

Object with arbitrary merchant data

Invoice identifier (order number)

Example Request (JSON):
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https://host/callback_url
https://your.domen/callback](https://your.domen/callback)
https://your.domen/callback](https://your.domen/callback)

"anpunt": "222",
"comuni cati on_uui d": "dabfa3dd- ee3f-4d89- a38f - e60f d262f 9d1",
"itenms": [
{
"message": "Goods services description”,
"anopunt": 222,
"count": 1
}
I,
"cal | back_url": "https://dev-np.dontburn. space/ events/ecg-31_03-453",
"cal | back_systent: "https://dev-np.dontburn. space/ paynents/ cal | back",
"payl oad": {
"key_event _title":
"key_user_nane": ""
},
"order_id_systeni: "test1234"

Callback Processing Procedure

1. callback_system: Sent server-to-server after payment. If your server does not return a successful response, the system retries
after: 3,9, 27, 81, 243, 729, 2187, 6561, 19683, 59049 seconds (up to a total of 24 hours 36 minutes).

2. callback_url: A web page to which the client is redirected, with a status parameter, e.g.: https://host/callback_url?
state=success.

Example callback_system Request (JSON):

"payl oad": {
"testkey": "testValue",
"testKey2": 111,
"test _key_3": false
1,
"name": "Yuryk",
"address": ""
"status": "paid",
"resul t Code": "100",
"resul tDesc": "Successful",
"oper_data": [
{
" MERCHANT": " AEO000",
" CREATEDATE": "22.05.2023 18:37: 10",
"TYPE": "Franme Purchase",
"REVERSED': "0",
"REV_AMOUNT": "O0",
" AMOUNT": "10.00",
"PAN': "537523xxxx6071",
" APPROVAL": "295180",
"| DPROCESSI NG': "6608011",
"RRN': "314215151925",
"TRANI D': "652d0ebf-blc8-463b-9310-41238b9f f d3d",
" ORDER_STATE": "2"
}
]
}

Response Parameters


https://host/callback_url?state=success
https://host/callback_url?state=success

Ha3Ba Onuc ®dopmaTt Mpwuknag

invoice_id Unique invoice identifier string/int | 1477

invoice_url Link to the payment frame page string https://qgr-acquiring...
i nvoi ce_creat ed | Invoice creation time string 20:50: 56

expired_at ate and time until which the invoice remains active ' timestamp 2024- 05- 30 10: 37: 24
anount Invoice amount float 1.00

result Execution result string ok

Example Successful Response (JSON):

{
"invoice_id": 1477,
"invoice_url": "https://base-url/api/vl/clients/paynent/8c49179c-4888-40ec-a701- 74chdf 3f 50dc",
"invoice_created": "20:50:56",
"amount": "1.00",
"message": [],
"request _ref": "c154886_n62bd979501d14c101a105c56_t 639b6c8f 1285961204ded512",
"response_ref": "639b6c8f 6a737",
"timestanp": "2022-12-15 20:50: 56",
"result": "ok",
"duration": 1.282
}

Example Error Response (Limit Exceeded) (JSON):

"request _ref":
"response_ref": "6839b59e34f 48",
"timestanp": "2025-05-30 16:41:50",
"result": "error",
"duration": 0.487,
"error": {
"code": "EO0011",
"message”: " ., s "
}
}

4.3. Invoice Status Check

Request format: GET
Response format: JSON
URL path: {base_url}/api /v1/i nt ernet-acquiring/ get-invoice-state

[ ]
[ ]
[ ]
® Headers:

© Authorization: Bearer {{access_token}}
BxigHi napametpu (Request)

Ha3Ba Onunc dopmaTt  O6os'A3koBiCTb | [Mpuknag

invoi ce_i d  Unique invoice identifier = string M 14

BuxigHi napametpu (Response)


https://qr-acquiring

HasBsa Onuc ®opmat  Mpuknag

status Transaction status: new, pai d, cancel , fail ed, refund | string pai d

oper _dat a. MERCHANT = Merchant identifier string AE0009

oper _dat a. AMOUNT Transaction amount float 55

oper _dat a. PAN Masked card number (6 + 4) string 526961xxxx6263
oper _dat a. TRANI D Bank transaction identifier (required for reversal string 041243219521

Example Response (JSON):

{
"result": "ok",
"name": "Yura",
"address": ". ",
"status": "cancel ",
"resul t Code": "100",
"resul tDesc": "Successful",
"oper_data": {
" MERCHANT": "000000020000001",
" CREATEDATE": "06.07.2022 19:11:01",
"TYPE": "Pending invoice",
"REVERSED': "O0",
"REV_AMOUNT": "0",
" AMOUNT": "105. 00",
" CURRENCY": "980",
"PAN': "',
"TRANI D': "cd259925- 820f - 4648- bef d- 58b5291e4165",
" ORDER_STATE": "1"
b
"response_ref": "62d125c343e22",
"timestanp": "2022-07-15 11:30:59"
}

4.4.Cancellation and Partial Refund

There is no automatic reversal. Refunds are processed via the API from 1 to 180 calendar days from the moment of payment.

® Request format: POST
® URL path: {base_url}/api/v1l/internet-acquiring/refund-invoice

Request Parameters

Name Description Format = Required Example
tran_i d | Transaction ID (oper_data.TRANID) string M 6al6ca2e- 5a93- 4b08- a971- 46b5cel84f 24
anmount Refund amount (provided only for a partial refund) number O 25

Example Full Refund Request (JSON):

"tran_id": "6al6ca2e-5a93-4b08-a971- 46b5cel84f 24"

Example Response (JSON):



"result": "ok",
"request _ref":
"response_ref": "636e7ca504017",
"tinmestanp": "2022-11-11 18:47:35",
"duration": 0.48

5. Response Codes (resultCode)

Code Description

(resultCode) (resultDesc)

100 Transaction completed successfully Successful

101 Transaction completed successfully for a partial amount. | Partially successful

102 Successful, purchase only. Successful, purchase only.

200 External decline. Call to issuer. External decline. Call to issuer.

201 Lost or stolen card. Lost or stolen card.

202 Usage limit exceeded. Call to issuer. Uses limit exceeded. Call to issuer.

203 Invalid card. Invalid card

204 Restricted or invalid card status. Call to issuer. Restricted or invalid card status. Call to issuer.
205 Unable to authorize. Call to issuer. Unable to authorize. Call to issuer.

206 Insufficient funds. Insufficient funds.

207 Bad CVV. Bad CVV

208 Bad CAVV. Bad CAVV

209 Expired card. Expired card

210 Ineligible account or account not found. Ineligible account or Account not found
211 Unable to cancel. Invoice already paid. Unable to cancel. Invoice already paid
212 Pending invoice. Pending invoice

213 Masterpass unavailable. Try again later. Masterpass unavailable. Try again later.
301 Transaction not supported. Transaction not supported

302 Session not found or inactive. Session not found or inactive

303 Original transaction not found. Original transaction not found

304 Ineligible transaction or invalid transaction code. Ineligible transaction or Invalid transaction code
305 Format error. Format error

306 Invalid amount. Invalid amount

307 Personal information input error. Personal information input error

308 Duplicate transaction. Duplicate transaction

309 Acquirer limit exceeded. Call to acquirer. Acquirer limit exceeded. Call to acquirer.
310 Timeout. Timeout

311 Invalid terminal identifier. Invalid terminal identifier

312 Card not supported. Card not supported



313

Transaction not processed.

Transaction not processed

314 CVV input required. CVV input required

315 Installment confirmation required. Installment confirm required.
316 Session expired. Session expired

400 3DS verification required. 3DS Verify required

401 Lookup verification required. Lookup Verify required

402 Credit limit exceeded. Credit limit exceeded

403 Invalid OTP. Invalid OTP

404 Token not found. Token not found

405 OTP attempts limit exceeded. OTP tries limit was exceeded
406 Transaction is processing. Try to request status later. Transaction is processing. Try to request status later
407 Client verification unsuccessful. Client verification unsuccess
408 Credentials not found. Credentials not found

409 Restricted operation type. Contact support. Restricted operation type
410 Country not found. Country not found

411 Country is prohibited. Country is prohibited

412 Currency not found. Currency not found

413 Currency is prohibited. Currency is prohibited

414 Exchange rate not found. Exchange rate not found

500 System error. Call to support. System error. Call to support.
501 Terminal temporarily blocked. Terminal temporary blocked.
502 Unauthorized usage. Unauthorized usage

900 Epic fail. Call to support. Epic Fail. Call to support.

6. Google Pay™ uepe3 A-IT Hosted Checkout

Documentation for merchants on using Google Pay™ through the A-IT Hosted Checkout payment platform.

6.1 General Information

Google Pay™ is a modern method of online payment that lets buyers pay for goods and services using payment cards saved in their
Google Account.

The A-IT Hosted Checkout solution provides Google Pay™ support without requiring the merchant to integrate directly with the Google
Pay APIL.

6.2 Advantages of Google Pay™

Fast checkout.

No need to manually enter card details.
Tokenization of payment data.

High level of security.

Improved payment conversion.

6.3 Integration Model



Google Pay™ is provided through A-IT Hosted Checkout.
The merchant integrates only with the A-IT payment platform API.

Not required:

* a separate integration with the Google Pay API;

e Google Pay certificates;

e processing or decrypting payment tokens;

e separate registration with Google as a Google Pay Merchant.

6.4 Activation for Merchants

Google Pay™ is automatically activated for all merchants using A-IT Hosted Checkout.
Not required:

e submitting a separate application to enable Google Pay™;

e performing additional configuration in the merchant portal;

¢ integrating with the Google Pay API.

Once the merchant is activated on the platform, Google Pay™ is automatically displayed on the payment page for supported devices
and browsers.

6.5 Merchant Requirements

To use Google Pay™, the merchant must:

e be connected to the A-IT payment platform;

* use Hosted Checkout;

e comply with Google's policies - Google Pay™ Acceptable Use Policy

e comply with the Google Pay™ Brand Guidelines- Google Pay™ Brand Guidelines.

6.6 Payment flow

The buyer places an order.

The merchant creates a payment session via the API.

The buyer is redirected to Hosted Checkout.

The system checks Google Pay™ availability.

The Google Pay™ button is displayed.

The buyer selects a card and confirms the payment.

Google returns an encrypted payment token.

ABank processes the token and performs authorization.

The buyer receives the payment result.

The merchant receives the callback and can check the status via the API.
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6.7 Security
Google Pay™ uses tokenization of payment data.

he actual card details are never passed to the merchant directly. Payment tokens are used to process the transaction, which increases
the level of protection for users' financial information.

6.8 Supported Authentication Scenarios

CRYPTOGRAM_3DS — a tokenized transaction with a device cryptogram.
PAN_ONLY — a card transaction without a device cryptogram.

If required, the issuing bank may initiate an additional check via 3D Secure.

6.9 PSD2 Ta Strong Customer Authentication (SCA)

Google Pay™ supports modern authentication mechanisms and complies with PSD2 requirements.
If required by the issuing bank, Strong Customer Authentication (SCA) and 3D Secure procedures may be applied during the payment.

6.10 Google Pay™ Acceptable Use Policy
All merchants using Google Pay™ must comply with the Google Pay and Wallet APIs Acceptable Use Policy.

Official document:
Google Pay and Wallet APIs Acceptable Use Policy


https://payments.developers.google.com/terms/aup;
https://payments.developers.google.com/terms/aup;
https://developers.google.com/pay/api/web/guides/brand-guidelines
https://payments.developers.google.com/terms/aup

6.11 Google Pay™ Terms of Service
By using Google Pay™, the merchant confirms acceptance of and compliance with the Google Pay API Terms of Service.

Official document:
Google Pay API Terms of Service

6.12 Google Pay™ Brand Guidelines
Merchants must use the Google Pay™ logos, buttons, and brand elements in accordance with Google's official guidelines.

Official document:
Google Pay™ Brand Guidelines

6.13 Pre-Launch Checklist
Before launch, it is recommended to verify:
e Correct creation of the payment session.
* Display of the Google Pay™ button.

e Successful completion of test payments.

* Processing of callback notifications.

¢ Retrieval of payment statuses via the API.

Official checklist:
Google Pay API Integration Checklist

6.14 Developer Documentation

Google Pay API:
Google Pay API Documentation

Google Pay Web:
Google Pay Web Documentation

6.15 UML Ta Hosted Checkout Flow


https://payments.developers.google.com/terms/sellertos
https://developers.google.com/pay/api/web/guides/brand-guidelines
https://developers.google.com/pay/api/web/guides/test-and-deploy/integration-checklist
https://developers.google.com/pay/api
https://developers.google.com/pay/api
https://developers.google.com/pay/api/web
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